
 Malware Report Template 

 Summary of the analysis

 Key observations

 Recommendations

 Limitations

 Report date and authors

 Sample's Identification

 File name, type, size

 File hashes

 Anti-malware identifiers

 Sample's Characteristics

 Infection capabilities

 Self-defensive measures

 Spreading mechanics

 Data leakage abilities

 Remote attacker interactions

 Dependencies

 Supported OS

 Required libraries

 Configuration files

 Scripts and executables

 URLs

 Observations

 Behavioral analysis

 Static code analysis

 Dynamic code analysis

 Memory analysis

 Supporting Figures

 Logs

 Strings

 Function listings

 Screenshots
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